Relating Process Languages for Security and
Communication Correctness

Daniele Nantes
Joint work with Jorge Perez

Universidade de Brasilia/ Groningen University

May 2, 2018

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 1/33



o Motivation

e Contribution
@ Two-Buyer Contract Signing Protocol

Q Applied m-calculus with Global State
@ Syntax
@ Intruder Reasoning
@ Semantics

e Multiparty Session Communication
@ Syntax
@ Semantics

© Extensionof Aand S
@ Encoding

@ Typing
e From Session Types to Formulas
0 Conclusions and Future Work

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 2/33



Motivation

Two-Buyer Protocol

Buyer1 Buyer2

Let’s do this! Seller
D. Nantes and J. Perez May 2, 2018 3/33



Handshake Protocol
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Handshake Protocol

| correct? or secure?
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Issues: Synchrony, security, planning, distributed duties, implementing,
bugs, choreography. ..
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Work accepted in FORTE18

Two well developed approaches:
@ Abstract away the coreography and focus on the security issues
e Pi-calculus (applied), term algebra, proof-assistants,. ..
© Abstract away _the security steps and focus on the correct
message passing programs.

@ Session based communication, w-calculus variants equipped with
type systems, some extensions with security properties such as
access control and information flow . . .

Session 7-calculus (S)
High-level Protocol Structures

(UnB/U.Groningen)

This paper

Applied 7-calculus (A)
Term Passing / Global State

D. Nantes and J. Perez

(141

Multiset Rewrite Rules
(Input to Tamarin)
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New Scenario

@ Session Establishment

a @ Needham-Schroeder-
B Lowe-handshake

@ Contract Signing

Trusted
Party
P
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Contribution Two-Buyer Contract Signing Protocol
T
""""" NSL;g

[INIT] s

/U.Groningen)

1
..................... >
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( quote ) ( quote )
e - o AOTE L AT L
( quote’)
(ok)
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--------- >
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( signatureq)

[Contract Signing Phase]

( signatureg)

success_. -¥|

success
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( date )

[INIT]
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[INIT] s

( promise )

( promises)

"""" (emy
(auote) | ( auote)
e - o AOTE L AT L
( quote’)
(ok)
(ok) 1 NSLgt 2
--------- >
( Item)
M.

( signatureq)

[Contract Signing Phase]

( signatureg)

_______ 2? Getler > T D
Whs A Phase 1

@ NSL - session
establishment

war, @ purchase agreement

@ delegation of the
session to trusted party

Phase 2
@ contract signing protocol
@ exchange of signatures

success_ . -¥] success
( Address ) @ conflict solving
( date )
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The security point of view formalism ... ]
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Applied 7-calculus with Global State Syntax

Work by Kremmer and Kiinnemann.

M,N:= x,y|p|n|f(My,...,M,) (feX)
P,Q:= 0]out(M,N);P|in(M,N);P| P|Q|'P|vn;,P
| if M= Nthen Pelse Q
| insert(M,N)); P | delete M; P |
| lookupMasxinPelse Q]
| Lock M; P|unlock M;P | event F;P

Table: Syntax of A: Terms and Processes.
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Applied 7-calculus with Global State Intruder Reasoning

ac (FNUPN)\ h hotkt t=gt
(FNUPN)AP ey vho Pt =6l gy
vhot a vhotkEt
x € Dom n. ...vh.
€~ (o) (Frame] un:ﬂ—h vh.o -ty (App]
vh.o - Xo vho b f(t,..., t)

Table: Deduction rules for A.
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Semantics

We use the well-known corrected version of the Needham-Schroeder-Lowe Public Key SAPIC - TAMARIN
Protocol to establish a secure session initiation.
*/
(1) @] — ali] : an,a;, aenc((ng, , an),pk(a;)) —

a )
(2) aln] «— ali] : a;, a,, aenc((ng, ,n,,, a;), pk(ay,))
(3) E[n] i a[i] . an_rLl‘aem‘“nm_ C‘).pk(lll)) builtins: asymmetric-encryption
1 ( new skA;

event HonestA(pk(skA));

out(pk(ska));

1( in(pk(xB));

new Na;

event OUT_I_1(aenc(<Na,pk(skA)>,pk(xB))

out(aenc( <Na,pk(skA) > ,pk(xB)})):

TAMARIN

Multiset Rewriting Rules

rule (modulo AC) isend: in(aenc(<Na,xNb,pk(xB)>,pk(ska}));
[KUCx ) 1 --[K(x) 1->[In(x) 1] event IN_I_2 nr(xNb,aenc(<Na,xNb,pk(xB)
p new k; out(aenc(<xNb,k>,pk(xB))):
le (modulo AC) g :
e s e T T T iv;nt sessionA(pk(ska),pk(x8),k)
rule (modulo AC) ©: 1
[1 --[ Init( ) ]-> [ State @( ) ] ! ( new skB;
rule (modulo AC) new skB120: EventkH"EES;?(pk(SkB))"
[ State 0( ), Fr{ skB12 ) ] --> [ State 61( skBl2 ) ] out(pk(skB));
1( in(aenc(<xNa,pk(xA)>,pk(skB)));
rule (modulo AC) new skB1501: event IN_R_1_ni(xNa,aenc(<xNa,pk(xA)
[ State 81( skB12 ), Fr( skB1S ) ] new Nb:
i, event OUT_R_1(aenc(<xNa,Nb,pk(skB)>,
[ state 011( skB12, skBlS ) ] 2 out(aenc(<xia, Nb, pk(skB }>, pk(x4)));
rule (modulo AC) new skB2011: in(aenc(<Nb,xk>,pk(skB)));
[ State_811( skB12, skB1S ), Fr( skB2 } ] event SessionB(pk(xA),pk(skB),xk)
>
[ State 0111( skB12, skB1S, skB2 } ] )
rule (modulo AC) new sks@11l1:
[ State 0111( skB12, skB1S, skB2 ), Fr( sks ) ]
>
nB/U.Groninge! D. Nantes and J. Perez May 2, 2018 12/33




Applied 7-calculus with Global State Semantics

Standard Operations

(..,PU*{P|Q},0,L) —n
(...,PU*{out(M,N); P},o,£) M,

(...,PU*{in(M,N); P},o, L)
(..., PU{out(M,N); P,in(M',N'); Q},0,L) —a
(...,PU* {event F;P},o, L) L

.., PU*{P,Q},0,L)
., PUH P}, cU{N/x},

.., PUHPr}, 0, L)
.., PUHP Qr}, 0 L)
.., PU*{P},0, L)

K((M,NT)) A

—~ o~ o~ o~ —~

Operations on Global State

(S, PU*{insert(M,N)); P},0,L) —a (S[M— N],PU*{P},0,L)
(S,PU*{delete M; P},0,L) —a (S[M— L1],PU*{P},0,L)
(S,PU?{lookupMasxinPelse Q},0,L) —a (S,PUH{P{V/x}},0,L)
(S,PU?{lookupMasxinPelse Q},0,L) —a (S,PU*{Q},0,L)
(S, PU*{lock M; P},0,L) —a (S, PU*{P},0,LU{M})
(S, PU*{unlock M; P},0,L£) —a (S,PU*{P}, 0, L\M)

Table: Operational Semantics for A.

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 13 /33



Applied 7-calculus with Global State Semantics

Definition (Trace atoms (2))
A trace atom has of one of the forms:

Ac=1|hrbl|li<j|l|i=k]|FQi

The construction of trace formula ¢ respects the usual first-order
convention:

o =Al-plory oV lo—P oo |(Ex:s)e|(VX:s)p |

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 14/33



Applied 7-calculus with Global State Semantics

Given a process P, in the definition below, tr denotes a trace in
traces(P), idx(tr) denotes the positions in tr, and tr; denotes the i-th
position in tr.

Definition (Satisfaction relation(2))
The satisfaction relation (tr, 6) F ¢ between a trace tr, a valuation 6,
and a trace formula ¢ is defined as follows
(tr,0) E never (tr,O)Ety =t iff 40 = b0
(tr,0) E I<j iff 0(/) <0(j) (tr,0) F —p iff not (tr,0) F ¢
(tr,0)Ei=j iff 6()=6() (tr,0)F o1 Ay iff (tr,8) F prand (ir,0) &
(tr,0) E FQi iff 6(i) € idx(tr) and FO =k try(;
(tr,0) E (3x : s). iff there exists u € D(s) such that (ir,0[x — u]) E ¢
Satisfaction of (Vx : s)¢, ¢ V¢ and ¢ = ¢ can be obtained from the
cases above. )

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 15/33



Applied 7-calculus with Global State Semantics

Communication correctness formalism. .. )

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 16/33



Multiparty Session Communication Syntax

Asynchronous Multiparty Communication [1]

u:= x| a (Identifiers) n:=s|a Names)
ex=vix|le=¢€|... Expressions)
c:=8[p] | x Channels)
v:i=a|true | false | s[p] Values)
m:=(grp:v)|(grp:c)| (arp:/) Messages)
h:=hm|0 Queue)
| ¢c& (p,).P (Select)
Proo= el B e, h: Pl (Branch)
| ulely)- (Acc) | if ethen Pelse Q (Condit.)
| cipe).P o (Send) g (Parallel)
|  c?(p,x).P (Recv) 0 (Inaction)
| cl{p,c).P (Deleg) | ()P (N.Hiding)
| ¢?(a,y)-P (Recep) | s[3]: h (M. Queue)

Table: Process syntax and naming conventions for S.

(UnB/U.Groningen)

D. Nantes and J. Perez
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Multiparty Session Communication Syntax

Process specifications for B; and S are as follows:
By = a[3](y).y[3]'(1, “Title”).y[3]2(1, x1).y[3]'(2, x1 div 2).y[3]&(2, {ok : B{*, ~ok : 0})

By = al2)(y).y[2]7(1, x2).¥[2]7(3, X3).i f X — X3 < 99 then y[2] & ({1, 3}, ok).B5"
else y[2] & ({1,3},—0k).0

S = altl(y).y[117(3, x).y[1]/{{2, 3}, quote).y[1]&(2, {ok : b[2](2).¥[2]'(1, y)-
z[2]?(1, x4).y[1]'(2,date).0, —ok : 0}))

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 18/33



Multiparty Session Communication Semantics

Operational Semantics

ap](y)Pi | --. [ alpn-1](y)Po-1 | @lpn](¥)-Pn —s [Init
(vs)(Pi{sle1l/¥} | - | Pa—1{S[en-1]/y} | Pa{slpn]/y} | s[F] : 0)
s[p]{q,€).P|s:h —s P|s:h(prq:v) (elvV) [Send
s[e]'{q, S'[P'1).P|s:h —s P|s:h-(p>qg:s[p]) [Deleg
Slp]® (g, h).P|s:h —s P|s:h(prqg:l) [Sel
slpe]?(a, x).P | s:(arp:v)-h —s P{v/x}|s[p]:h [Recv
se]?(a,¥)-P|s: (app:sp])-h —s P{s[o]/y}]|s[p]:h [SRecv
slp] &(a, {li : Pi}ier) | s:(arp:f)-h —s Pils:h(jel) [Branch
ifethen Pelse Q —s P (el true) [If-T
P=Pand P —sQandQ=Q =P —s Q [Str
P—s P = E[P] —s E[P] [Cix
Table: Reduction rules for S (Rule [If-F] omitted).
(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 19/33



Multiparty Session Communication Semantics

Implementing NSL- Session Establishment

[a[3](y3)-P] = vs; Ps1; Ps2; insert((Sj, 0)); event init(sj);
event sndchann(pk(skas1), pk(y1), s); out(u1, S);
event sndchann(pk(skasz), pk(yz), s); out(uz, 8); [P]
Psi = vskasj; out(c, pk(skasi)); event honest(pk(skas;)); in(c, pk(yi));

vhng1; event sndnonce(pk(skas;), pk(yi), aenc({ns;, pk(skas:)), pk(yi)))
out(c, aenc(({ns;, pk(skasi)), pk(yi)))); in(c, aenc({ns;, ui, pk(y;)), pk(skas
event revnonce(pk(y;), pk(skasi), aenc({ns;, ui, pk(yi)), pk(skas;)))

[alil(¥i)-P] = v skai; in(c, pk(x;)); event honest(pk(ska;)); in(c, aenc({y, pk(x)), pk(
event rcvnonce(pk(x;), pk(ska;), aenc({y, pk(x)), pk(skai)))
vn;; event sndnonce(pk(ska;), pk(xi), aenc({y, ni, pk(ska;)), pk(xi)))
out(c, aenc({y, n;, pk(skai)), pk(x))); in(n;, z);
event revchann(pk(x;), pk(skai), z); [P]

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 20/33



Extension of A and S Encoding

Implementing Intra-Session Communication

[Coq!(€ : msg).P] =lock Cug;
lookup Gyg @as X in
insert((Cpq, X - (msg, v))); event out(Cuq, V);
unlock Cug; [P] elv

[coq?(X).P] =lock Cyp;
lookup Cyp as Zy in
if fst(zy) = (msg, z) then
insert((Cyp, SNA(2/))); event inp(Coq, fst(zv));

unlock Cqp; [P{z/x}])

[Coq ® (I : 1b1).P] = lock Cpg; lookup Coq as X in(insert((Coq, X - (1b1,1))));

event Sel(Cuq, /); unlock Cog; [P]

[0] = event close [s[e] :h] =0
[(vs)Pl =vs;[P] [Pl Q] =[PI|[Q]

(UnB/U.Groningen) D. Nantes and J. Perez

May 2, 2018

21/33



Extension of A and S Encoding

Theorem (Completeness)

Let P € S*. If P —sg« P’ then for all process configuration C, there
exists a process configuration C' such that C[[P]] —a C'[[P']].

Theorem (Soundness)

Let P € S* and C be such that C[[P]] —a, R. Then there exist
P’ € S*, aC, and X such that R —} C'[[P']] and P 2 P,

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 22/33



Extension of A and S Typing

S ::=Dbool |nonce |msg | temp | ... | G Sorts
Uu:=8S|T Exchange Types
Global Types Local Types
G =p—q:(U).G T ==l p,U).T
o= a:{li:Gitie | ?7(p, U).T
| end | @ (o, {li:Ti})

| &(p, {li : Ti}) | end

Table: Global and Local Types

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 231/33



Extension of A and S Typing

(12) 1—{2,3}: (quote) N _
(13) 3—=2: (quote’) (1) 1= 2:(T)
k :G
(14) 2= 1.9 { Cok cengrmect T = (Geontract)1
Geontract : ~ (¢1) 1 —={2,3}: (contract)
(c2) 3—=2: (promise)
ok: 2 — 3:(promise)
ok : GSi n
(¢3) 2—3: 3 2: g
-0k :3 — 1:abort
—ok: end
Gsign : (s1) 3—2: (signature,)
ok: 2 — 3:(signature,)
success: 3 — 1: (address)
(s1) 2—3: 3—-1: 1 — 3: (date)
—success : 1 —= 3 : Gresolve,
—ok: 2 —=1: Gresolve,

Figure: Global Types for the Trusted Buyer-Seller Protocol.

(UnB/U.Groningen)
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Extension of A and S Typing

Example

The projection of G,y onto participant 3 (Buyer1), under session s is:
s[3] :I(1, string).?(1, int).!1(2, int).&(2, {ok : (Ggontract!3), 7ok : end}).

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 25/33



Extension of A and S Typing

I'le;: bool

Iu:SkFu: S[Name] I'+ true, false :bool [Bml]m [And]

'tu:G I'+-PrAy:G|p

''tu:GTr'FPrAy:Glp
— [MCast] [MAcc]
I'tap|(y).Pe A I'toufp)(y).PeA
r-e:8I'-PpA,c:T Fim S PRA ST Aend
[Send] [Rev] [Inact]
I'Fcliq,e).PeA, c:lq,S).T I'Fc?(q, z).PrA,c:?(q, )T ' 0zA
I'+PoA,c:T r-PpAc:T,c' : T
[Deleg] [Srev]
I'Felg, (V). PrA,c:l{q.T).T, ¢ :T 'k c?q, (y)).PrA,c:?(q,T).T
r'FPeAc:T; jel 'k PipAdc:T; Viel
[Sel] [Bran]
I'te®{q,i;).Ped, c:diq, {li:Ti}) I'Feb(q{li : Blier)pd, c:la, {li: Ti})
I'-PpoA I'FQoA’ |P|FFE::00LF)—PDAF)—QI>A 0 I'a:GF PpA [NRes]
ar NRes
I'P|QrpA,A! ’ I' if e then P else QA I'F (va)PrA

Table 22. Typing rules (from [I1]). In [Sel] and [Bran], i € I. In rules [MCast] and [MAcc],
p =mp(G) and p < mp(G), resp.
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From Session Types to Formulas

Definition (Local Formula)

Given a local type T and an endpoint s[p], its local formula ®4,;(T) is
defined inductively as follows:

Pgie)(!(a1, S).T) = 3i,z.(0ut(Spq, )@ A h(Pspp)(T))
S[p](?( U).T) =3I, 2.(inp(Spq, Z2)@i A P(P S[p( 7))
S[p](@<q7{/ Titien) = 3i-Vje/(s€l(Spq, )@ Ap(Pgpp)(T))
Poio)(&(a, {li = Titier)) = 3i.Vje/(bra(spg, [)@i A h(Psf) (T;))
®gppj(end) = 3Ji.close@i.

where y(Pg,(T)) := VK.(Po) (T)(K) = i < k)) the quantified
variables have sorts /,j, k : temp and z : S, and variables / and z are
fresh. The extension of ®(.) to session environments, denoted ®(-), is
as expected: ®(A, s[p] : T) = ®(A) A Py (T).

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 27/33



From Session Types to Formulas

Theorem

LetT = P> A be a well-typed S process. Also, lettr € traces([(P)])-
Then there exists a 6 such that (tr,0) E ®(A).

Theorem

Lettr and ¢ be a trace and a local formula, respectively. Suppose 6 is
an instantiation such that (tr, 0) E . Then there is a P € S such that

F,FPood(p)  whereT, = {0(x) : sort(x) | x € dom(6)}

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 28/33



From Session Types to Formulas

Example

The projection of Gi,i; onto participant 3 (Buyer1), under session s is:
s[3] :I(1, string).?(1, int).1(2, int).&(2, {ok : (Ggpontract|3): "ok : end}).
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From Session Types to Formulas

Example

The projection of Gi,i; onto participant 3 (Buyer1), under session s is:

s[3] :I(1, string).?(1, int).1(2, int).&(2, {ok : (Ggpontract|3): "ok : end}).

The local formula associated is:

Pgi3)(T) = i, z1.0Ut(S31, 21) @iy A (FipZ2.iNP(S31, Z2) @i A (Fizzz.0Ut(S32, 23)) Qi3
A (Jialszs.((bra(ssz, ok)@ig A ®gz)(T')) V bra(ssz, ~ok)Qis A close@is))
A((i < iz <z < g Np(Pgig)(T")) V (ih < I < iy < is N (Pg1(T"))))

where T’ is the projection of Gugniract ONto participant 3.

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 29/33



From Session Types to Formulas

We now consider properties associated to fidelity/safety of processes
with respect to their local types. The lemma below ensures protocol
fidelity of By and B, with respect to the corresponding projections of
the global type G i+, presented in Figure 1. The corresponding local
formula can be obtained following Definition 6:

lemma B1.B2_protocol_fidelity:
exists — trace
(Ex x y z s #j #j1 #k #ki #l.0ut(ss1,Xx)Qj & inp(Ss1,2)@k & out(sse, 5)@/ & j <
k& k<

& ((bra(Ssg, Ok))@j1 &I < _/1) ‘ (bra(Ssz, ﬁOk)@/ﬁ &I < ki & ¢(Gcontract|3))) &
(Ex X y z s #j #j1 #Kk F#ki #1.inp(S21,Z2)@k & inp(Szs,S5)@/ & j < k& k < |

& ((sel(s23, 0k)Qji & I < ji & D(Geontract|2)) | (S€l(S23, 70k)@ky & | < ki))

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 30/33



Tamarin Proof Script

Running Tawauy 1.

Index Download |Actions » o

Proof scripts Method: SOLVED // trace found ...

lemma B2_NSL_correct:
exists-trace
"V pk12 pkls pk2 pks #i #j #k #1
((((HonestB12( pki2 ) @ #i) A (HonestB1S( pkls ) @

Constraint System is Solved

#)) A Constraint system
(HonestB2( pk2 ) @ #k)) A .
(HonestS( pks ) @ #1)) = last: none
(3% yzs #1 #k1 #11.
({((Rrcvnonce_B2 B1( pk12, pk2, x, y ) @ #j1) a formulas:
(SNDnonce B2 B1( pk2, pkl2, z ) @ #k1}) A VIxIp #t1 #13.
(RcvChannB2( pk12, pk2, s ) @ #11)) A (Lu(k( I, x) @ #t1) A (Lock( Ip, x ) @ #13)
(#j1 < #k1)) A
(#k1 = #11))" 1f1#t1 < #13) A
simplify
SOLVED //

found (un\o(k( L x)@ #t2)

lemma B1_NSL_correct:

(#tl < #12) A
exists-trace

(#12 < #13) A

"\ pkl2 pkls pk2 pks #i #j #k #L =
((((HonestB12( pkl12 ) @ #i) A (HonestBIS( pkls ) @ :g I#m (Unlock(l, x ) @ #10) = #10 = #t2) A
#)) A
(HonestB2( pk2 ) @ #k)) A ‘L"(k‘ 'P 1,%) @ #10)
(HonestS( pks ) @ #1)) -
ot L #i1 #K1 #k2 #11 #12. T#10 < #11) v (#10 = #11) v (#12 < #10))) A
(CCCCC((((SNDnonce_B1_B2( pk12, pk2, x ) @ #i1) (¥ Ip.1 #t0.
A (Unlock( Ip.1, x ) @ #t0)
(RCVnonce B1 B2( pk2, pki2, n, z ) @ -
#i1)) A ((#10 < #11) v (#12 < #10) v (#12 = #10)))) v
(snDnonce_B1_S( pkls, pks, xs ) @ #k1)} (#t3 < #t1) v
I (#t1 = #t3))

(RCVnonce B1 S( pks, pkls, nl, z1 ) @

#11)) A V pk12 pkls pk2 pks #i #j #k #I.

(sendchannB12( pkl2, pk2, s ) @ #k2)) A HonestB12( pk12 ) @ #i) A

(SendChannB1S( pkls, pks, s ) @ #12}) & i
#i1 < H10) A HonestB1S( pkls) @ #j) A

HonestB2( pk2 ) @ #k) A
(;‘t]ll:;{%; )A" = Honests( pks ) @ #1)
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Conclusions and Future Work

What we did:
@ We have connected two distinct process models: the calculus S
for multiparty session- based communication [1] and the calculus
A for the analysis of security protocols [2].
©@ we have used SAPIC/Tamarin to implement our encodings and
the verification technique for communication correctness, based
on local formulas
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@ We have connected two distinct process models: the calculus S
for multiparty session- based communication [1] and the calculus
A for the analysis of security protocols [2].

©@ we have used SAPIC/Tamarin to implement our encodings and
the verification technique for communication correctness, based
on local formulas

What we want to do:

@ To explore our approach to process specification and verifi- cation
in the setting of ProVerif, whose input language is a typed applied
m-calculus.

©@ We also plan to connect our approach with existing type systems
for secure information flow and access control in multiparty
sessions.
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