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Motivation

Two-Buyer Protocol

Buyer1 $
=⇒ $$⇐= Buyer2

Let’s do this! Seller
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Motivation

Handshake Protocol

=⇒ ⇐=

⇑

correct? or secure?
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Motivation

Issues: Synchrony, security, planning, distributed duties, implementing,
bugs, choreography. . .
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Contribution

Work accepted in FORTE18

Two well developed approaches:
1 Abstract away the coreography and focus on the security issues

Pi-calculus (applied), term algebra, proof-assistants,. . .
2 Abstract away the security steps and focus on the correct

message passing programs.
Session based communication, π-calculus variants equipped with
type systems, some extensions with security properties such as
access control and information flow . . .

Session π-calculus (S)
High-level Protocol Structures

Applied π-calculus (A)
Term Passing / Global State

Multiset Rewrite Rules
(Input to Tamarin)

[14]This paper
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Contribution

New Scenario

=⇒ ⇐=

Session Establishment
Needham-Schroeder-
Lowe-handshake
Contract Signing

⇑

Trusted
Party

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 7 / 33



Contribution Two-Buyer Contract Signing Protocol

Buyer2
NSL12

NSL1S[INIT]s

[INIT]
s′

Buyer1 Seller

〈 Item〉

〈 quote 〉

〈 quote’〉

〈ok〉

〈 quote 〉

NSLST

3 2 1

1 2〈ok〉

〈 Item〉

[Contract Signing Phase]

〈 contract 〉〈 contract 〉

〈 promise1〉

〈 promise2〉

〈 signature1〉

〈 signature2〉

success success

〈 Address 〉

〈 date 〉

T

Phase 1
NSL - session
establishment
purchase agreement
delegation of the
session to trusted party

Phase 2
contract signing protocol
exchange of signatures
conflict solving
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Contribution Two-Buyer Contract Signing Protocol

The security point of view formalism . . .
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Applied π-calculus with Global State Syntax

Work by Kremmer and Künnemann.

M,N ::= x , y | p | n | f (M1, . . . ,Mn) (f ∈ Σ)
P,Q ::= 0 | out(M,N); P | in(M,N); P | P | Q | !P | νn; P

| if M = N then P else Q
| insert((M,N)); P | delete M; P |
| lookupM as x inP elseQ |
| lock M; P | unlock M; P | event F ; P

Table: Syntax of A: Terms and Processes.

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 10 / 33



Applied π-calculus with Global State Intruder Reasoning

a ∈ (FN ∪ PN) \ ñ
[Name]

νñ.σ ` a
νñ.σ ` t t =E t ′

[Eq]
νñ.σ ` t ′

x ∈ Dom(σ)
[Frame]

νñ.σ ` xσ
νñ.σ ` t1 . . . νñ.σ ` tn [App]
νñ.σ ` f (t1, . . . , tn)

Table: Deduction rules for A.
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Applied π-calculus with Global State Semantics
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Applied π-calculus with Global State Semantics

Standard Operations

...
(. . . ,P∪#{P | Q}, σ,L) −→A (. . . ,P∪#{P,Q}, σ,L)

(. . . ,P∪#{out(M,N); P}, σ,L)
K (M)−−−→A (. . . ,P ∪#{P}, σ∪{N/x},L)

(. . . ,P ∪#{in(M,N); P}, σ,L)
K (〈M,Nτ〉)−−−−−−→A (. . . ,P ∪#{Pτ}, σ,L)

(. . . ,P∪#{out(M,N); P,in(M ′,N ′); Q}, σ,L) −→A (. . . ,P ∪#{P,Qτ}, σ,L)

(. . . ,P ∪# {event F ; P}, σ,L)
F−−→A (. . . ,P∪#{P}, σ,L)

Operations on Global State

(S,P∪#{insert((M,N)); P}, σ,L) −→A (S[M 7→ N],P∪#{P}, σ,L)
(S,P∪#{delete M; P}, σ,L) −→A (S[M 7→ ⊥],P∪#{P}, σ,L)

(S,P∪#{lookupM as x inP elseQ}, σ,L) −→A (S,P∪#{P{V/x}}, σ,L)
(S,P∪#{lookupM as x inP elseQ}, σ,L) −→A (S,P∪#{Q}, σ,L)

(S,P∪#{lock M; P}, σ,L) −→A (S,P∪#{P}, σ,L ∪ {M})
(S,P∪#{unlock M; P}, σ,L) −→A (S,P∪#{P}, σ,L\M)

Table: Operational Semantics for A.
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Applied π-calculus with Global State Semantics

Definition (Trace atoms (2))
A trace atom has of one of the forms:

A ::= ⊥ | t1 ≈ t2 | i l j | i .= k | F@i

The construction of trace formula ϕ respects the usual first-order
convention:

ϕ,ψ ::= A | ¬ϕ | ϕ ∧ ψ | ϕ ∨ ψ | ϕ→ ψ | ϕ↔ ψ | (∃x : s).ϕ | (∀x : s).ϕ
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Applied π-calculus with Global State Semantics

Given a process P, in the definition below, tr denotes a trace in
traces(P), idx(tr) denotes the positions in tr, and tri denotes the i-th
position in tr.

Definition (Satisfaction relation(2))

The satisfaction relation (tr, θ) � ϕ between a trace tr, a valuation θ,
and a trace formula ϕ is defined as follows

(tr, θ) � ⊥ never
(tr, θ) � i l j iff θ(i) < θ(j)
(tr, θ) � i .= j iff θ(i) = θ(j)

(tr, θ) � t1 ≈ t2 iff t1θ =E t2θ
(tr, θ) � ¬ϕ iff not (tr, θ) � ϕ
(tr, θ) � ϕ1 ∧ ϕ2 iff (tr, θ) � ϕ1 and (tr, θ) � ϕ2

(tr, θ) � F@i iff θ(i) ∈ idx(tr) and Fθ =E trθ(i)
(tr, θ) � (∃x : s).ϕ iff there exists u ∈ D(s) such that (tr, θ[x 7→ u]) � ϕ

Satisfaction of (∀x : s)ϕ, ϕ ∨ ψ and ϕ⇒ ψ can be obtained from the
cases above.
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Applied π-calculus with Global State Semantics

Communication correctness formalism. . .
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Multiparty Session Communication Syntax

Asynchronous Multiparty Communication [1]

u ::= x | a (Identifiers) n ::= s | a (Names)
e ::= v | x | e = e′ | . . . (Expressions)
c ::= s[p] | x (Channels)
v ::= a | true | false | s[p] (Values)
m ::= (q . p :v) | (q . p :c) | (q . p : l) (Messages)
h ::= h·m | ∅ (Queue)

P ::= u[p](y).P (Req)
| u[p](y).P (Acc)
| c!〈p,e〉.P (Send)
| c?(p, x).P (Recv)
| c!〈〈p, c〉〉.P (Deleg)
| c?((q, y)).P (Recep)

| c ⊕ 〈p, l〉.P (Select)
| c &(p, {li : Pi}i∈I) (Branch)
| if e then P else Q (Condit.)
| P|Q (Parallel)
| 0 (Inaction)
| (νn)P (N.Hiding)
| s[p̃] : h (M. Queue)

Table: Process syntax and naming conventions for S.
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Multiparty Session Communication Syntax

Process specifications for Bi and S are as follows:

B1 = a[3](y).y [3]!〈1, “Title”〉.y [3]?(1, x1).y [3]!〈2, x1 div 2〉.y [3]&(2, {ok : Bsct
1 ,¬ok : 0})

B2 = a[2](y).y [2]?(1, x2).y [2]?(3, x3).if x2 − x3 ≤ 99 then y [2]⊕ 〈{1,3},ok〉.Bsct
2

else y [2]⊕ 〈{1,3},¬ok〉.0

S = a[1](y).y [1]?(3, x1).y [1]!〈{2,3}, quote〉.y [1]&(2, {ok : b[2](z).y [2]!〈〈1, y〉〉.
z[2]?(1, x4).y [1]!〈2, date〉.0,¬ok : 0}))
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Multiparty Session Communication Semantics

Operational Semantics

a[p1](y)P1 | . . . | a[pn−1](y)Pn−1 | a[pn](y).Pn −→S [Init]
(νs)(P1{s[p1]/y} | . . . | Pn−1{s[pn−1]/y} | Pn{s[pn]/y} | s[p̃] : ∅)

s[p]!〈q, e〉.P | s : h −→S P | s :h·(p . q :v) (e ↓ v) [Send]
s[p]!〈〈q, s′[p′]〉〉.P | s : h −→S P | s :h · (p . q :s′[p′]) [Deleg]

s[p]⊕ 〈q, l〉.P | s : h −→S P | s :h·(p . q : l) [Sel]
s[p]?(q, x).P | s : (q . p :v)·h −→S P{v/x} | s[p̃] :h [Recv]

s[p]?((q, y)).P | s : (q . p :s′[p′]) · h −→S P{s′[p′]/y} | s[p̃] :h [SRecv]
s[p] &(q, {li : Pi}i∈I) | s : (q . p : lj )·h −→S Pj | s : h (j ∈ I) [Branch]

if e then P else Q −→S P (e ↓ true) [If-T]
P ≡ P′ and P′ −→S Q′ and Q ≡ Q′ ⇒ P −→S Q [Str]

P −→S P′ ⇒ E [P] −→S E [P′] [Ctx]

Table: Reduction rules for S (Rule [If-F] omitted).
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Multiparty Session Communication Semantics

Implementing NSL- Session Establishment

Ja[3](ỹ3).PK = νs; P31; P32;insert((s̃ij , ∅));event init(s̃ij );

event sndchann(pk(ska31), pk(y1), s);out(u1, s);

event sndchann(pk(ska32), pk(y2), s);out(u2, s); JPK
P3i = νska3i ;out(c, pk(ska3i ));event honest(pk(ska3i ));in(c, pk(yi ));

νn31;event sndnonce(pk(ska3i ), pk(yi ), aenc(〈n3i , pk(ska3i )〉, pk(yi )))

out(c, aenc(〈n3i , pk(ska3i )〉, pk(yi ))));in(c, aenc(〈n3i , ui , pk(yi )〉, pk(ska3i )));

event rcvnonce(pk(yi ), pk(ska3i ), aenc(〈n3i , ui , pk(yi )〉, pk(ska3i )))

Ja[i](ỹi ).PK = ν skai ;in(c, pk(xi ));event honest(pk(skai ));in(c, aenc(〈y , pk(xi )〉, pk(skai )));

event rcvnonce(pk(xi ), pk(skai ), aenc(〈y , pk(xi )〉, pk(skai )))

νni ;event sndnonce(pk(skai ), pk(xi ), aenc(〈y , ni , pk(skai )〉, pk(xi )))

out(c, aenc(〈y , ni , pk(skai )〉, pk(xi )));in(ni , z);

event rcvchann(pk(xi ), pk(skai ), z); JPK
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Extension of A and S Encoding

Implementing Intra-Session Communication

Jcpq!〈e : msg〉.PK =lock cpq;

lookup cpq as x in

insert((cpq, x · 〈msg, v〉));event out(cpq, v);

unlock cpq; JPK e ↓ v

Jcpq?(x).PK =lock cqp;

lookup cqp as zv in

if fst(zv ) = 〈msg, z〉 then
insert((cqp, snd(zv )));event inp(cpq, fst(zv ));

unlock cqp; JP{z/x}K)

Jcpq ⊕ 〈l : lbl〉.PK = lock cpq;lookup cpq as x in (insert((cpq, x · 〈lbl, l〉)));

event sel(cpq, l);unlock cpq; JPK

J0K = event close Js[p̃] :hK = 0
J(νs)PK = νs; JPK JP | QK = JPK | JQK

(UnB/U.Groningen) D. Nantes and J. Perez May 2, 2018 21 / 33



Extension of A and S Encoding

Theorem (Completeness)

Let P ∈ S?. If P −→S? P ′ then for all process configuration C, there
exists a process configuration C′ such that C[JPK] −−→∗A C′[JP ′K].

Theorem (Soundness)

Let P ∈ S? and C be such that C[JPK] −→AP R. Then there exist

P ′ ∈ S?, a C′, and λ such that R −−→∗A C′[JP ′K] and P λ−→ P ′.
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Extension of A and S Typing

S ::= bool | nonce | msg | temp | . . . | G Sorts
U ::= S | T Exchange Types

Global Types Local Types

G ::= p→ q : 〈U〉.G
| p→ q : {li : Gi}i∈I
| end

T ::=!〈p,U〉.T
| ?(p,U).T
| ⊕ 〈p, {li : Ti}〉
| &(p, {li : Ti}) | end

Table: Global and Local Types
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Extension of A and S Typing

Ginit : (I.1) 3→ 1 : 〈Title〉
(I.2) 1→ {2, 3} : 〈quote〉
(I.3) 3→ 2 : 〈quote’〉

(I.4) 2→ {1, 3} :

{
ok : Gcontract
¬ok : end

Gb :
(1′) 1→ 2 : 〈T 〉

T = (Gcontract)|1

Gcontract : (c.1) 1→ {2, 3} : 〈contract〉
(c.2) 3→ 2 : 〈promise〉

(c.3) 2→ 3 :


ok : 2→ 3 : 〈promise〉

3→ 2 :

{
ok : Gsign
¬ok : 3→ 1 : abort

¬ok : end

Gsign : (s.1) 3→ 2 : 〈signature1〉

(s.1) 2→ 3 :


ok : 2→ 3 : 〈signature2〉

3→ 1 :


success : 3→ 1 : 〈address〉

1→ 3 : 〈date〉
¬success : 1→ 3 : Gresolve1

¬ok : 2→ 1 : Gresolve2

Figure: Global Types for the Trusted Buyer-Seller Protocol.
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Extension of A and S Typing

Example
The projection of Ginit onto participant 3 (Buyer1), under session s is:
s[3] :!〈1, string〉.?(1, int).!〈2, int〉.&(2, {ok : (Gcontract|3),¬ok : end}).
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Extension of A and S Typing
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From Session Types to Formulas

Definition (Local Formula)

Given a local type T and an endpoint s[p], its local formula Φs[p](T ) is
defined inductively as follows:

Φs[p](!〈q,S〉.T ) = ∃i , z.(out(spq, z)@i ∧ ψ(Φs[p](T ))
Φs[p](?(q,U).T ) = ∃i , z.(inp(spq, z)@i ∧ ψ(Φs[p](T ))
Φs[p](⊕〈q, {li : Ti}i∈I〉) = ∃i .

∨
j∈I(sel(spq, lj)@i ∧ ψ(Φs[p](Tj))

Φs[p](&(q, {li : Ti}i∈I)) = ∃i .
∨

j∈I(bra(spq, lj)@i ∧ ψ(Φs[p](Tj))

Φs[p](end) = ∃i .close@i .

where ψ(Φs[p](T )) := ∀k .(Φs[p](T )(k)⇒ i l k)) the quantified
variables have sorts i , j , k : temp and z : S, and variables i and z are
fresh. The extension of Φ( ) to session environments, denoted Φ̂( ), is
as expected: Φ̂(∆, s[p] : T ) = Φ̂(∆) ∧ Φs[p](T ).
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From Session Types to Formulas

Theorem

Let Γ ` P .∆ be a well-typed S process. Also, let tr ∈ traces(J([P])K).
Then there exists a θ such that (tr, θ) � Φ̂(∆).

Theorem

Let tr and ϕ be a trace and a local formula, respectively. Suppose θ is
an instantiation such that (tr, θ) � ϕ. Then there is a P ∈ S such that

Γϕ ` P . Φ−1(ϕ) where Γϕ = {θ(x) : sort(x) | x ∈ dom(θ)}
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From Session Types to Formulas

Example
The projection of Ginit onto participant 3 (Buyer1), under session s is:
s[3] :!〈1, string〉.?(1, int).!〈2, int〉.&(2, {ok : (Gcontract|3),¬ok : end}).

The local formula associated is:

Φs[3](T ) = ∃i1, z1.out(s31, z1)@i1 ∧ (∃i2z2.inp(s31, z2)@i2 ∧ (∃i3z3.out(s32, z3))@i3
∧ (∃i4i5z4.((bra(s32,ok)@i4 ∧ Φs[3](T ′)) ∨ bra(s32,¬ok)@i4 ∧ close@i5)))

∧ ((i1 < i2 < i3 < i4 ∧ ψ(Φs[3](T ′))) ∨ (i1 < i2 < i4 < i5 ∧ ψ(Φs[3](T ′))))

where T ′ is the projection of Gcontract onto participant 3.
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From Session Types to Formulas

We now consider properties associated to fidelity/safety of processes
with respect to their local types. The lemma below ensures protocol
fidelity of B1 and B2 with respect to the corresponding projections of
the global type Ginit, presented in Figure 1. The corresponding local
formula can be obtained following Definition 6:

lemma B1 B2 protocol fidelity :
exists− trace
(Ex x y z s #j #j1 #k #k1 #l .out(s31, x)@j & inp(s31, z)@k & out(s32, s)@l & j <
k & k < l

& ((bra(s32,ok))@j1 & l < j1) | (bra(s32,¬ok)@k1 & l < k1 & Φ(Gcontract|3))) &
(Ex x y z s #j #j1 #k #k1 #l . inp(s21, z)@k & inp(s23, s)@l & j < k & k < l

&((sel(s23,ok)@j1 & l < j1 & Φ(Gcontract|2)) | (sel(s23,¬ok)@k1 & l < k1))
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From Session Types to Formulas

Tamarin Proof Script
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Conclusions and Future Work

What we did:
1 We have connected two distinct process models: the calculus S

for multiparty session- based communication [1] and the calculus
A for the analysis of security protocols [2].

2 we have used SAPIC/Tamarin to implement our encodings and
the verification technique for communication correctness, based
on local formulas

What we want to do:
1 To explore our approach to process specification and verifi- cation

in the setting of ProVerif, whose input language is a typed applied
π-calculus.

2 We also plan to connect our approach with existing type systems
for secure information flow and access control in multiparty
sessions.
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Conclusions and Future Work
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